
Since it first gained national attention in the 1990s, identity 
theft has grown at an alarming rate. A Federal Trade Commission 
report estimated that 8.3 million Americans were victims of 
identity theft in 2005.1 This resulted in losses of 15.6 billion 
dollars. The numbers rose in 2008 to 10 million Americans 
affected. The numbers continue to climb. Individuals whose 
personal information is used to fraudulently obtain credit, spend 
hundreds of hours and thousands of their own dollars to clear 
their names.

Identity theft occurs when someone gets a piece of your 
personal information: bank and credit card account numbers; 
Social Security number (SSN); driver’s license; birthdate; name, 
address and phone numbers; or income. The information is used 
without your knowledge to commit fraud or theft. 

It’s an alarming thought, and it may cost you plenty, in time, 
money and anxiety. You may spend months writing letters, 
making calls and collecting evidence to clear up the situation.

There are things you can do to safeguard your information so 
that you can avoid becoming a victim. And there are steps you 
can take to control the situation if you do become a victim.

How does it occur? 

Identity thieves can get your personal information several ways:

•	Stealing wallets and purses that contain identification and 
cards

•	Stealing mail

•	Rummaging through your trash

•	Helping themselves to personal information you share on the 
Internet or that they find in your home

•	Using phony telemarketing schemes to trick you into giving out 
data over the phone

•	Phishing, a practice by which a legitimate-looking e-mail or 
text is sent to you requesting that you validate sensitive 
information such as a password to an account. It may also ask 
for your bank account number or Social Security number. A 
legitimate institution will never ask you to provide this 
information in an e-mail or text.

What do they do with this information?

Frequently, identity thieves use your stolen data to open a credit 
card account in your name. They also can cash a check, apply for 
a loan, buy a car, obtain wireless phone service, even commit a 
crime — all under your name.

Deterring thieves: What can you do to protect 
yourself?

While there are no guarantees, you can take steps to safeguard 
your information and reduce risk.

•	Be careful about giving personal information to others. Always 
know how it will be used and if it will be shared.

•	Know your billing cycles. A missing credit card or bank 
statement could signal trouble.

•	Guard mail from theft. Deposit outgoing mail at the post office 
or in collection boxes. Have a locked mailbox or get your mail 
soon after it is delivered.
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•	Keep items with personal information in a safe place.

•	Shred documents listing personal information before throwing 
them away. For example, charge receipts, insurance forms, 
physician statements, bank checks and credit offers.

•	Give out your Social Security number only when absolutely 
necessary. Always keep your card in a safe place.

•	Order a copy of your credit report from each of three major 
credit reporting agencies every year: 

 - TransUnion: 1-800-680-7289;  
www.transunion.com; 

 - Equifax: 1-800-525-6285; www.equifax.com; 

 - Experian: 1-888-EXPERIAN (397-3742); 

www.experian.com

 - You are entitled to a free report each year and a no-cost 
report if identity theft is an issue.

After the fact: What action can you take?

You can still be a victim despite being careful. Take immediate 
action if you think your personal information has been misused.

You may need to take different steps depending on how your 
information has been used. In most cases, the following actions 
are appropriate:

 1. Call the Federal Trade Commission’s  Identity Theft Hotline 
toll-free at 1-877-IDTHEFT (1-877-438-4338) or online at 
www.ftc.gov/idtheft. The FTC puts your information into a 
secure consumer fraud database and may, in appropriate 
instances, share it with other law enforcement agencies and 
private entities. This may include companies about which 
you have made a complaint.

 2. Contact the fraud departments of Equifax, Experian and 
TransUnion to report that you’re an ID theft victim. You can 
also obtain free copies of your credit report due to the fraud.

 3. Contact creditors for any accounts that have been 
tampered with or opened in your name. These creditors can 
include: credit card companies, phone companies, utilities, 
banks and other lenders. You should ask to speak with the 
fraud or security office at each creditor.

 4. File a report with your local police or the police department 
in the community where the identity theft took place.

Other steps may include:

•	Cancel credit, ATM, bank and phone cards. Notify your bank of 
the problem; some may require you to sign notarized affidavits 
stating you have been a victim of fraud.

•	Alert the post office if you think a change of address form was 
filed in your name.

•	Contact utility and phone companies to close fraudulent 
accounts.

•	Alert your insurance carriers, including medical insurance.

•	Complete an identity theft affidavit and make copies of it. You 
can use them to alert companies about the situation.  
This form can be downloaded at  
www.consumer.gov/idtheft.

•	Maintain control of the situation. Don’t pay bills for which 
you’re not responsible. Follow up with credit bureaus, banks, 
the police and credit card companies.

•	Make sure to keep records of all phone calls and copies of all 
correspondence.

Additional tips about sharing information

•	To opt out of unsolicited credit and insurance offers, as well as 
prescreened credit offers, call 1-888-5OPTOUT (1-888-567-
8688).

•	Have your name removed from many national direct mail lists 
by writing to:

Direct Marketing Association 
PO Box 9008 
Farmingdale, NY 11735-9014

Confidential services are available 
24 hours a day, 7 days a week

The EAP is administered by Horizon Health.

This material is for informational purposes only. All calls are confidential, except as required by law (i.e., when a person’s emotional condition is a threat to himself/herself or others, 
or there is suspected child, spousal or elder abuse, or abuse to people with disabilities). Services are available to you and your household members, including dependent children up to 
age 26, whether they live at home or not.

Information is believed to be accurate as of the production date; however, it is subject to change. 
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